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	📋  Executive Summary
This report presents a comprehensive SQL-based fraud detection and monitoring system applied to banking transaction data. Using MySQL, five analytical business questions are addressed to surface suspicious high-value transactions, frequent transfer patterns, high-risk customer behaviour, and geographic transaction hotspots. Four reusable database views are defined to enable continuous fraud monitoring.




ANALYTICAL FINDINGS


	Q1
	High-Value Transaction Detection
Which transactions exceed the normal high-value threshold?



Context
Large transactions are flagged in banking systems for review to prevent fraud, money laundering, or suspicious financial activity.
SQL Query
	SELECT
    transaction_id,
    sender_account,
    recipient_account,
    amount,
    transaction_date,
    city
FROM transactions
WHERE amount > 1000000
ORDER BY amount DESC;



Results
	Transaction ID
	Sender Account
	Recipient Account
	Amount (KES)
	Date
	City

	8
	1008
	ACC9008
	1,500,000
	12/01/2024 09:45
	Thika

	5
	1005
	ACC9005
	1,100,000
	11/01/2024 13:40
	Mombasa



	💡  Business Insight
Two transactions exceeded the KES 1,000,000 monitoring threshold. Transaction of KES 1,500,000 from account 1008 in Thika and KES 1,100,000 from account 1005 in Mombasa both require additional verification, including customer authentication and transaction purpose validation to ensure regulatory and internal risk management compliance.



	Q2
	Rapid Transfer Activity Detection
Which accounts perform many transfers within a short period?



Context
Fraudulent activity often involves multiple transfers in a short window, commonly used in money laundering or account takeover scenarios.
SQL Query
	SELECT
    sender_account,
    COUNT(*) AS transfer_count
FROM transactions
WHERE transaction_type = 'Transfer'
GROUP BY sender_account
HAVING COUNT(*) >= 3;



Results
	Sender Account
	Transfer Count

	1002
	3



	💡  Business Insight
Account 1002 executed 3 transfer transactions, breaching the frequency threshold. Frequent transfers can indicate automated transaction patterns, account compromise, or attempts to quickly disperse funds across multiple accounts. Financial institutions should flag and investigate such accounts for potentially fraudulent behaviour.



	Q3
	Distributed Recipient Pattern Analysis
Which accounts send money to many different recipients?



Context
Fraud rings often distribute money across many accounts to avoid detection. A single account sending to many distinct recipients is a strong indicator of structuring or smurfing activity.
SQL Query
	SELECT
    sender_account,
    COUNT(DISTINCT recipient_account) AS number_of_recipients
FROM transactions
GROUP BY sender_account
HAVING number_of_recipients > 3;



Results
	✅  No accounts exceeded the threshold of 3+ distinct recipients — No distributed fraud pattern detected



	💡  Business Insight
No accounts were found sending to more than 3 different recipients in the current dataset. While this is a positive finding, continued monitoring is essential as such patterns can emerge over time as transaction volumes grow. The absence of current evidence does not eliminate future risk.



	Q4
	High-Risk Customer Transaction Monitoring
Which high-risk customers perform large transactions?



Context
Customers with low credit or behavioural risk scores making large transfers present an elevated fraud risk requiring closer scrutiny under AML regulations.
SQL Query
	SELECT
    c.customer_name,
    c.risk_score,
    t.amount,
    t.transaction_date
FROM customers c
JOIN accounts a   ON c.customer_id = a.customer_id
JOIN transactions t ON a.account_id = t.sender_account
WHERE c.risk_score < 600
  AND t.amount > 500000;



Results
	Customer Name
	Risk Score
	Amount (KES)
	Transaction Date

	Esther Achieng
	560
	1,100,000
	11/01/2024 13:40



	⚠️  Risk Alert
Esther Achieng (risk score 560) conducted a high-value transaction of KES 1,100,000. As a customer flagged with a sub-600 risk score, this transaction warrants immediate review for compliance with internal risk management policies and regulatory AML obligations. Enhanced due diligence procedures should be applied.



	Q5
	Geographic Transaction Hotspot Analysis
Which cities record the highest transaction activity?



Context
Monitoring geographic patterns helps detect unusual financial activity concentrated in specific regions, supporting both fraud detection and branch-level risk assessment.
SQL Query
	SELECT
    city,
    COUNT(*) AS transaction_count,
    SUM(amount) AS total_transaction_value
FROM transactions
GROUP BY city
ORDER BY total_transaction_value DESC;



Results
	Rank
	City
	Transaction Count
	Total Value (KES)

	1 🥇
	Mombasa
	2
	2,020,000

	2 🥈
	Thika
	1
	1,500,000

	3 🥉
	Nairobi
	2
	1,150,000

	4
	Kisumu
	2
	1,100,000

	5
	Nakuru
	1
	950,000

	6
	Eldoret
	1
	400,000

	7
	Nyeri
	1
	120,000



	💡  Business Insight
Mombasa recorded the highest total transaction value at KES 2,020,000, followed by Thika (KES 1,500,000) and Nairobi (KES 1,150,000). Geographic concentration in certain cities may reflect legitimate economic activity, but also highlights locations that warrant enhanced monitoring. Mombasa's elevated position alongside previously flagged transactions warrants particular attention.




DATABASE VIEWS — CONTINUOUS MONITORING

Four reusable SQL views are implemented to enable automated, continuous fraud monitoring without re-running queries manually.
▶  vw_suspicious_transactions
Automatically surfaces all transactions exceeding KES 1,000,000
	CREATE VIEW vw_suspicious_transactions AS
SELECT
    transaction_id,
    sender_account,
    recipient_account,
    amount,
    transaction_date,
    city
FROM transactions
WHERE amount > 1000000;


▶  vw_rapid_transfers
Identifies accounts performing 3 or more transfer transactions
	CREATE VIEW vw_rapid_transfers AS
SELECT
    sender_account,
    COUNT(*) AS transfer_count
FROM transactions
WHERE transaction_type = 'Transfer'
GROUP BY sender_account
HAVING COUNT(*) >= 3;


▶  vw_high_risk_transactions
Flags large transactions conducted by customers with risk scores below 600
	CREATE VIEW vw_high_risk_transactions AS
SELECT
    c.customer_name,
    c.risk_score,
    t.amount,
    t.transaction_date,
    t.city
FROM customers c
JOIN accounts a   ON c.customer_id = a.customer_id
JOIN transactions t ON a.account_id = t.sender_account
WHERE c.risk_score < 600
  AND t.amount > 500000;


▶  vw_transaction_hotspots
Summarizes transaction count and total value by city for geographic monitoring
	CREATE VIEW vw_transaction_hotspots AS
SELECT
    city,
    COUNT(*) AS transaction_count,
    SUM(amount) AS total_transaction_value
FROM transactions
GROUP BY city;



Run All Views
	SELECT * FROM vw_suspicious_transactions;
SELECT * FROM vw_rapid_transfers;
SELECT * FROM vw_high_risk_transactions;
SELECT * FROM vw_transaction_hotspots;



FRAUD MONITORING SUMMARY


	Finding
	Outcome

	High-Value Transactions
	2 transactions flagged above KES 1M threshold — Thika & Mombasa

	Rapid Transfer Activity
	Account 1002 executed 3+ transfers, breaching the frequency threshold

	Multi-Recipient Patterns
	No accounts exceeded 3 distinct recipients — no distributed fraud detected

	High-Risk Customer Activity
	Esther Achieng (score 560) conducted a KES 1.1M transaction — flagged

	Geographic Hotspots
	Mombasa leads with KES 2.02M total — elevated monitoring recommended



	Conclusion
This project demonstrates how structured SQL queries and database views can operationalize fraud detection within a financial institution. By identifying high-value transactions, monitoring transfer frequency, profiling high-risk customers, and mapping geographic hotspots, the system provides a practical and scalable foundation for financial crime monitoring. The four SQL views enable automated, repeatable analysis, reducing reliance on manual review and strengthening an organization’s overall risk management posture.
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